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Q3. What is the role of actuator in IoT? Explain about the various types of 

actuator in IoT. 

Actuator in IoT 

An actuator is an important output device used in IoT systems. It converts electrical signals or 

commands into physical actions such as movement, rotation, switching or force. Actuators help IoT 

devices perform actions automatically based on sensor data and control signals. 

In IoT systems, sensors collect information from the environment, while actuators perform the 

required action according to the received data. 

Role of Actuator in IoT 

1. Automation 

Actuators help automate devices and systems without human involvement. 

2. Physical Action 

They convert electronic signals into real-world physical movement or operation. 

3. Device Control 

Actuators control machines, motors, valves, switches and smart appliances. 

4. Smart System Operation 

They help smart homes, industries and healthcare systems work automatically. 

5. Energy Efficiency 

Actuators help optimize energy usage by controlling devices efficiently. 

Types of Actuator in IoT 

1. Electrical Actuator 

Electrical actuators use electrical energy to perform actions. 

Examples: 

• DC motor 

• Servo motor 

• Relay 

Applications: 

• Smart fans 
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• Robotic systems 

• Home automation 

2. Hydraulic Actuator 

Hydraulic actuators use liquid pressure to create movement. 

Features: 

• High force generation 

• Smooth operation 

Applications: 

• Heavy machines 

• Industrial equipment 

3. Pneumatic Actuator 

Pneumatic actuators use compressed air for operation. 

Features: 

• Fast response 

• Simple structure 

Applications: 

• Industrial automation 

• Air control systems 

4. Thermal Actuator 

Thermal actuators work using heat energy and temperature changes. 

Applications: 

• Temperature control systems 

• Automatic switches 

5. Mechanical Actuator 

Mechanical actuators convert mechanical energy into motion. 

Applications: 

• Gear systems 
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• Manual control devices 

Applications of Actuators in IoT 

• Smart home automation 

• Smart agriculture 

• Industrial automation 

• Smart healthcare 

• Robotics 

Q4. Define IIoT. How does IIoT work? Outline the benefits of IIoT. 

Industrial Internet of Things (IIoT) 

Industrial Internet of Things (IIoT) is the application of Internet of Things technology in industries and 

manufacturing systems. In IIoT, machines, sensors, computers and industrial devices are connected 

through the internet to collect, exchange and analyze data automatically. 

IIoT helps industries improve automation, monitoring, production efficiency and maintenance 

systems. 

How IIoT Works 

The working of IIoT involves different stages which help industries monitor and control operations 

efficiently. 

1. Data Collection 

Sensors and smart devices collect data such as temperature, pressure, vibration and machine status 

from industrial equipment. 

Examples: 

• Temperature sensors 

• Pressure sensors 

• Motion sensors 

2. Data Transmission 

Collected data is transmitted through communication networks such as Wi-Fi, Bluetooth, ZigBee or 

cellular networks. 

3. Data Processing 

The collected data is processed using cloud computing systems, servers or software platforms. 
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Functions: 

• Data analysis 

• Monitoring 

• Decision making 

4. Monitoring and Control 

Industries monitor machines in real time and control systems automatically using IoT applications. 

5. Action and Automation 

Based on analyzed data, actuators and control systems perform automatic actions. 

Examples: 

• Machine control 

• Alarm generation 

• Automatic shutdown 

Benefits of IIoT 

1. Increased Productivity 

IIoT improves production speed and operational efficiency. 

2. Real-Time Monitoring 

Industries can monitor machines and systems continuously. 

3. Predictive Maintenance 

Machine problems can be detected early, reducing maintenance cost and downtime. 

4. Reduced Human Effort 

Automation decreases manual work and improves accuracy. 

5. Better Decision Making 

Real-time industrial data helps management make better decisions. 

6. Improved Safety 

IIoT systems help monitor dangerous industrial conditions and improve worker safety. 

7. Energy Efficiency 

Industries can optimize energy usage and reduce wastage. 
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Applications of IIoT 

• Smart factories 

• Industrial automation 

• Smart energy management 

• Oil and gas industries 

• Smart manufacturing systems 

Q5. Define smart parking. Why we need smart parking system? Discuss 

the technologies used in smart parking. 

Smart Parking 

Smart parking is an IoT-based parking management system that helps drivers find available parking 

spaces easily using sensors, communication networks and mobile applications. It reduces traffic 

congestion and saves time by providing real-time parking information. 

Smart parking systems monitor parking areas automatically and guide vehicles to empty parking 

spaces. 

Need for Smart Parking System 

1. Reduces Traffic Congestion 

Drivers spend less time searching for parking spaces, reducing road traffic. 

2. Saves Time 

Smart parking systems quickly provide information about available parking slots. 

3. Reduces Fuel Consumption 

Less searching for parking reduces fuel usage. 

4. Better Parking Management 

Parking spaces can be monitored and managed efficiently. 

5. Improves User Convenience 

Drivers can reserve parking spaces and make digital payments easily. 

6. Reduces Pollution 

Reduced vehicle movement helps decrease air pollution. 

7. Enhances Security 
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Cameras and monitoring systems improve parking area security. 

Technologies Used in Smart Parking 

1. IoT Sensors 

Sensors detect whether a parking slot is occupied or empty. 

Examples: 

• Ultrasonic sensors 

• Infrared sensors 

2. RFID Technology 

RFID is used for vehicle identification and automatic entry systems. 

3. Wireless Communication 

Communication technologies transfer parking data to servers and users. 

Technologies: 

• Wi-Fi 

• Bluetooth 

• ZigBee 

4. Cloud Computing 

Cloud systems store and process parking information. 

 

 5. Mobile Applications 

Users can check parking availability and make reservations using smartphones. 

6. CCTV Cameras 

Cameras monitor parking areas for security and vehicle tracking. 

7. GPS Technology 

GPS helps users locate nearby parking spaces easily. 

Applications of Smart Parking 

• Shopping malls 

• Airports 
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• Railway stations 

• Smart cities 

• Office buildings 

Q6. Define SDN. Portray the architecture of SDN. 

Software Defined Network (SDN) 

Software Defined Network (SDN) is a modern networking technology in which network control is 

managed through software instead of traditional hardware devices. SDN separates the control plane 

from the data plane, making network management simpler, flexible and efficient. 

In SDN, the network administrator can control the entire network centrally through software 

applications. 

Architecture of SDN 

The architecture of SDN mainly consists of three layers: 

+---------------------------------+ 

|     Application Layer         | 

+---------------------------------+ 

|       Control Layer               | 

|      (SDN Controller)           | 

+----------------------------------+ 

|    Infrastructure Layer       | 

|   (Switches and Routers)  | 

+----------------------------------+ 

Layers of SDN Architecture 

1. Application Layer 

This layer contains network applications and services used by users and administrators. 

Functions: 

• Network management 

• Security applications 

• Traffic monitoring 
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Examples: 

• Firewall applications 

• Load balancing applications 

2. Control Layer 

The control layer contains the SDN controller, which acts as the brain of the network. 

Functions: 

• Controls network devices 

• Manages data flow 

• Makes routing decisions 

Examples: 

• OpenDaylight 

• ONOS controller 

3. Infrastructure Layer 

This layer consists of physical network devices such as switches and routers. 

Functions: 

• Data forwarding 

• Packet transmission 

• Network communication 

Features of SDN 

• Centralized network control 

• Easy configuration 

• Better flexibility 

• Improved network performance 

• Simplified management 

Advantages of SDN 

1. Easy Network Management 

Networks can be controlled from a central location. 
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2. Better Flexibility 

Network configuration can be changed easily through software. 

3. Improved Performance 

Traffic can be managed efficiently. 

4. Reduced Hardware Dependency 

Most operations are controlled through software. 

5. Faster Network Configuration 

Administrators can quickly configure and monitor networks. 

Applications of SDN 

• Cloud computing 

• Data centers 

• IoT networks 

• Enterprise networks 

• Smart communication systems 

Q7. Explain the pin configuration of Raspberry Pi. 

Raspberry Pi 

Raspberry Pi is a small single-board computer widely used in IoT, robotics and embedded system 

projects. It contains GPIO (General Purpose Input Output) pins that help connect sensors, actuators 

and other electronic devices. 

The Raspberry Pi GPIO header mainly contains power pins, ground pins and communication pins. 

Pin Configuration of Raspberry Pi 

The Raspberry Pi generally uses a 40-pin GPIO header. 

Types of Pins in Raspberry Pi 

1. Power Pins 

Power pins provide voltage supply to connected devices. 

Types: 

• 5V pins 

• 3.3V pins 
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Function: 

• Supply electrical power to sensors and modules 

2. Ground Pins 

Ground pins provide the common ground connection for circuits. 

Function: 

• Complete the electrical circuit 

3. GPIO Pins 

GPIO pins are programmable pins used for input and output operations. 

Functions: 

• Read sensor data 

• Control LEDs, motors and relays 

4. UART Pins 

UART pins are used for serial communication. 

Functions: 

• Data transmission 

• Communication with external devices 

5. SPI Pins 

SPI pins support Serial Peripheral Interface communication. 

Functions: 

• High-speed communication with sensors and modules 

6. I2C Pins 

I2C pins are used for communication between multiple devices using two wires. 

Functions: 

• Device communication 

• Sensor interfacing 

7. PWM Pins 

PWM pins provide Pulse Width Modulation signals. 
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Functions: 

• Motor speed control 

• LED brightness control 

Applications of Raspberry Pi Pins 

• Home automation 

• Robotics 

• Smart agriculture 

• IoT projects 

• Sensor interfacing 

Advantages of Raspberry Pi 

• Small size 

• Low cost 

• Easy programming 

• Supports multiple communication protocols 

Q3. Explain the architecture of 6LoWPAN. 

6LoWPAN Architecture 

6LoWPAN stands for IPv6 over Low Power Wireless Personal Area Network. It is a communication 

technology that allows low power IoT devices to communicate using IPv6 over IEEE 802.15.4 

networks. 

6LoWPAN is mainly used in wireless sensor networks and IoT systems because it supports low power 

consumption and efficient communication. 

Architecture of 6LoWPAN 

The architecture of 6LoWPAN consists of different layers that help in data communication between 

IoT devices. 

+--------------------------+ 

|    Application Layer | 

+--------------------------+ 

|      Transport Layer  | 
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|      (UDP / TCP)         | 

+--------------------------+ 

|        IPv6 Layer          | 

+---------------------------+ 

|   Adaptation Layer    | 

|       (6LoWPAN)          | 

+--------------------------+ 

|      MAC Layer            | 

|    IEEE 802.15.4         | 

+----------------------------+ 

|    Physical Layer          | 

+----------------------------+ 

Layers of 6LoWPAN Architecture 

1. Application Layer 

This layer contains IoT applications and user services. 

Functions: 

• Device monitoring 

• Smart applications 

• Data management 

2. Transport Layer 

This layer provides end-to-end communication between devices. 

Protocols: 

• UDP 

• TCP 

3. IPv6 Layer 

The IPv6 layer provides addressing and routing for devices connected to the internet. 

Functions: 
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• Device identification 

• Packet routing 

4. Adaptation Layer 

This is the most important layer in 6LoWPAN. 

Functions: 

• Header compression 

• Packet fragmentation 

• IPv6 adaptation for low power devices 

5. MAC Layer 

The MAC layer controls communication and channel access. 

Standard: 

• IEEE 802.15.4 

6. Physical Layer 

This layer handles wireless signal transmission and reception. 

Features of 6LoWPAN 

• Low power consumption 

• Supports IPv6 communication 

• Suitable for sensor networks 

• Low cost communication 

• Efficient data transfer 

Applications of 6LoWPAN 

• Smart homes 

• Smart agriculture 

• Healthcare systems 

• Industrial automation 

• Wireless sensor networks 
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Q4. Describe the pin configuration of Raspberry Pi with a neat diagram. 

Raspberry Pi Pin Configuration 

Raspberry Pi is a small single-board computer used in IoT, robotics and embedded systems. It 

contains GPIO (General Purpose Input Output) pins that allow connection of sensors, actuators and 

communication modules. 

The Raspberry Pi generally uses a 40-pin GPIO header for interfacing with external devices. 

Neat Diagram of Raspberry Pi GPIO Pins 

 ---------------------------------------- 

| 3.3V   | 5V    | GPIO Pins         | 

| GND    | GPIO2 | GPIO3          | 

| GPIO4 | GND   | GPIO17         | 

| GPIO27| GPIO22| GPIO10      | 

| GPIO9 | GPIO11| GPIO5          | 

| GPIO6 | GPIO13| GPIO19        | 

| GPIO26| GND   | GPIO21         | 

 ------------------------------------------- 

Types of Pins in Raspberry Pi 

1. Power Pins 

Power pins provide voltage supply to external devices. 

Types: 

• 5V pins 

• 3.3V pins 

Function: 

• Supply electrical power to modules and sensors 

2. Ground Pins 

Ground pins provide common ground connections for circuits. 

Function: 

• Complete electrical circuits 
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3. GPIO Pins 

GPIO pins are programmable pins used for input and output operations. 

Functions: 

• Read sensor data 

• Control LEDs, motors and relays 

4. UART Pins 

UART pins support serial communication. 

Functions: 

• Data transmission 

• Device communication 

5. SPI Pins 

SPI pins support high-speed serial communication. 

Functions: 

• Interface with sensors and modules 

6. I2C Pins 

I2C pins are used for communication between multiple devices using two wires. 

Functions: 

• Sensor communication 

• Device interfacing 

7. PWM Pins 

PWM pins provide Pulse Width Modulation signals. 

Functions: 

• Motor speed control 

• LED brightness control 

Applications of Raspberry Pi 

• Home automation 

• Robotics 
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• Smart agriculture 

• IoT systems 

• Embedded projects 

Q5. Summarise the challenges in Smart Cities. How Smart Parking 

ecosystem works? 

Challenges in Smart Cities 

Smart cities use IoT, communication networks and digital technologies to improve public services 

and city management. Although smart cities provide many advantages, they also face several 

challenges. 

1. Security and Privacy Issues 

Smart city systems collect large amounts of user data, which may face hacking and privacy problems. 

2. High Implementation Cost 

Installing sensors, communication networks and smart devices requires high investment. 

3. Network Dependency 

Smart city services depend heavily on internet and communication networks. 

4. Data Management Problems 

Large amounts of data generated by smart devices are difficult to store and process. 

5. Maintenance Issues 

Regular maintenance of sensors and smart systems is required for proper operation. 

6. Compatibility Problems 

Different technologies and devices may not work together properly. 

7. Power Consumption 

Continuous operation of smart devices increases power requirements. 

Working of Smart Parking Ecosystem 

A smart parking ecosystem is an IoT-based parking management system that helps drivers find 

available parking spaces quickly and efficiently. 

Components of Smart Parking Ecosystem 

1. Sensors 
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Sensors detect whether parking spaces are occupied or empty. 

Examples: 

• Ultrasonic sensors 

• Infrared sensors 

2. Communication Network 

Parking information is transferred through wireless communication technologies. 

Technologies: 

• Wi-Fi 

• Bluetooth 

• ZigBee 

3. Cloud Server 

Parking data is stored and processed in cloud systems. 

Functions: 

• Data storage 

• Data analysis 

• Parking management 

4. Mobile Application 

Drivers can check parking availability and reserve parking spaces using smartphones. 

5. Display System 

Digital display boards show available parking slots to drivers. 

Working Process of Smart Parking 

1. Sensors detect empty and occupied parking spaces. 

2. Data is sent to the cloud server through communication networks. 

3. The server processes parking information. 

4. Users access parking details through mobile applications or display boards. 

5. Drivers park vehicles in available spaces easily. 

Advantages of Smart Parking 
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• Reduces traffic congestion 

• Saves time and fuel 

• Improves parking management 

• Reduces pollution 

• Enhances user convenience 

Q6. Differentiate between Consumer IoT and IIoT. Briefly explain the 

challenges in IIoT. 

Difference between Consumer IoT and IIoT 

Consumer IoT and Industrial IoT (IIoT) are two important applications of IoT technology. Consumer 

IoT is used for personal and home applications, while IIoT is used in industries and manufacturing 

systems. 

Consumer IoT Industrial IoT (IIoT) 

Used by common users Used in industries and factories 

Focuses on comfort and convenience Focuses on automation and productivity 

Devices are generally low cost Devices are costly and powerful 

Used on small networks Used on large industrial networks 

Lower security requirement High security requirement 

Failure causes minor problems Failure may cause huge industrial loss 

Examples: Smart TV, smart watch Examples: Smart machines, industrial robots 

Challenges in IIoT 

1. Security Issues 

Industrial networks may face cyber attacks and hacking problems. 

2. High Installation Cost 

IIoT systems require expensive devices, sensors and infrastructure. 

3. Data Management 

Large amounts of industrial data are difficult to store and process. 
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4. Network Dependency 

IIoT systems depend heavily on stable internet and communication networks. 

5. Compatibility Problems 

Different industrial devices and technologies may not work together properly. 

6. Maintenance Complexity 

Industrial IoT systems require regular maintenance and monitoring. 

7. Privacy Issues 

Sensitive industrial information must be protected from unauthorized access. 

Applications of IIoT 

• Smart factories 

• Industrial automation 

• Smart energy systems 

• Manufacturing industries 

• Oil and gas industries 

Q7(i). Write a short note on MQTT. 

MQTT 

MQTT stands for Message Queuing Telemetry Transport. It is a lightweight communication protocol 

used in IoT systems for data exchange between devices. MQTT is specially designed for low 

bandwidth, low power and unreliable network environments. 

MQTT follows a publish-subscribe communication model where devices communicate through a 

central broker. 

Working of MQTT 

1. Publisher 

A publisher sends data or messages to the MQTT broker. 

Example: 

Temperature sensor sending temperature data. 

2. Broker 

The broker receives messages from publishers and sends them to subscribers. 
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Functions: 

• Message management 

• Data forwarding 

• Client communication 

3. Subscriber 

Subscribers receive required data from the broker. 

Example: 

Mobile application receiving sensor data. 

Features of MQTT 

• Lightweight protocol 

• Low power consumption 

• Fast communication 

• Reliable message delivery 

• Suitable for IoT devices 

Applications of MQTT 

• Smart home systems 

• Healthcare monitoring 

• Industrial automation 

• Smart agriculture 

• IoT communication systems 

 

Q7(ii). Explain briefly about CoAP. 

CoAP 

CoAP stands for Constrained Application Protocol. It is a lightweight communication protocol 

specially designed for IoT devices and wireless sensor networks. CoAP is used in low power and low 

memory devices for efficient internet communication. 

CoAP follows a client-server communication model where clients send requests and servers provide 

responses. 
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Features of CoAP 

1. Lightweight Protocol 

CoAP uses very less memory and network resources, making it suitable for IoT devices. 

2. Low Power Consumption 

It supports communication in low power devices and sensor networks. 

3. Fast Communication 

CoAP uses UDP protocol, which provides fast data transmission. 

4. Simple Request and Response Model 

Clients request data and servers send responses in a simple way. 

5. Supports REST Architecture 

CoAP supports methods such as GET, POST, PUT and DELETE similar to HTTP. 

Working of CoAP 

1. The client sends a request to the server. 

2. The server processes the request. 

3. The server sends a response back to the client. 

4. Devices communicate using UDP protocol. 

Architecture of CoAP 

+---------------------------+ 

|   Application Layer   | 

+---------------------------+ 

|      CoAP Layer           | 

+---------------------------+ 

|         UDP                    | 

+---------------------------+ 

|          IP                       | 

+---------------------------+ 

|   Physical Network   | 
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+---------------------------+ 

 

Applications of CoAP 

• Smart homes 

• Wireless sensor networks 

• Smart healthcare 

• Industrial automation 

• Smart agriculture 

3. Explain briefly about HART and WirelessHART. 

HART 

HART stands for Highway Addressable Remote Transducer. It is a communication protocol used in 

industrial automation for communication between smart devices and control systems. 

HART allows digital communication along with analog signals over the same communication line. It is 

mainly used with sensors, transmitters and industrial instruments. 

Features of HART 

• Supports both analog and digital communication 

• Reliable industrial communication 

• Easy device monitoring and configuration 

• Used in process automation systems 

Applications of HART 

• Industrial automation 

• Process control systems 

• Smart sensors 

• Oil and gas industries 

WirelessHART 

WirelessHART is the wireless version of the HART communication protocol. It provides wireless 

communication between industrial devices without using physical cables. 
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WirelessHART is specially designed for industrial IoT applications and supports secure and reliable 

wireless communication. 

Features of WirelessHART 

• Wireless communication 

• Low power consumption 

• Secure data transfer 

• Self-organizing network 

• Supports real-time monitoring 

Working of WirelessHART 

1. Sensors collect industrial data. 

2. Data is transmitted wirelessly to gateways. 

3. The gateway sends information to the control system. 

4. Monitoring and control operations are performed. 

Advantages of WirelessHART 

• Easy installation 

• Reduced wiring cost 

• Flexible communication 

• Better scalability 

• Remote monitoring support 

Difference between HART and WirelessHART 

HART WirelessHART 

Uses wired communication Uses wireless communication 

Requires cables No physical wiring needed 

Limited mobility Supports flexible device placement 

Higher installation complexity Easier installation 
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Q5(i). Write a short note on ZigBee. 

ZigBee 

ZigBee is a low power wireless communication technology used in IoT, wireless sensor networks and 

home automation systems. It is based on the IEEE 802.15.4 standard and supports short-range 

communication between devices. 

ZigBee is mainly designed for low data rate and low power applications. 

Features of ZigBee 

1. Low Power Consumption 

ZigBee devices consume very little power, making them suitable for battery-operated systems. 

2. Wireless Communication 

It provides wireless data transfer between devices. 

3. Low Cost 

ZigBee devices are economical and easy to install. 

4. Short Range Communication 

It supports communication over short distances. 

5. Secure Communication 

ZigBee provides secure data transfer between devices. 

Components of ZigBee Network 

1. Coordinator 

The coordinator controls and manages the ZigBee network. 

2. Router 

Routers help forward data and extend network range. 

3. End Device 

End devices collect and send data. 

Applications of ZigBee 

• Smart homes 

• Industrial automation 

• Smart lighting systems 
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• Healthcare monitoring 

• Wireless sensor networks 

Q5(ii). Write a short note on Raspberry Pi. 

Raspberry Pi 

Raspberry Pi is a small and low-cost single-board computer used in IoT, robotics and embedded 

system projects. It was developed to support learning and development of computer programming 

and electronics projects. 

Raspberry Pi can perform many functions similar to a normal computer and supports connection 

with sensors, actuators and communication modules. 

Features of Raspberry Pi 

1. Small Size 

Raspberry Pi is compact and portable. 

2. Low Cost 

It is affordable and widely used for educational and IoT projects. 

3. GPIO Pins 

It contains GPIO pins for connecting sensors and electronic devices. 

4. Supports Multiple Operating Systems 

Raspberry Pi supports Linux-based operating systems. 

5. Internet Connectivity 

It supports Wi-Fi, Bluetooth and Ethernet communication. 

Components of Raspberry Pi 

1. Processor 

Processes instructions and controls operations. 

2. RAM 

Stores temporary data during operation. 

3. GPIO Pins 

Used for interfacing with external devices. 

4. USB Ports 
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Used for connecting external devices like keyboard and mouse. 

5. HDMI Port 

Used to connect display devices. 

Applications of Raspberry Pi 

• Home automation 

• Robotics 

• Smart agriculture 

• IoT systems 

• Embedded projects 

Q7. Explain smart transportation in IoT. 

Smart Transportation in IoT 

Smart transportation is an advanced transportation system that uses Internet of Things (IoT), 

sensors, communication networks and automation technologies to improve traffic management, 

road safety and transportation services. 

It helps reduce traffic congestion, fuel consumption and travel time by using real-time monitoring 

and smart control systems. 

Working of Smart Transportation 

Sensors, cameras and GPS devices collect traffic and vehicle data. This information is sent through 

communication networks to control centers where it is analyzed for traffic management and 

transportation control. 

Components of Smart Transportation 

1. Sensors 

Sensors monitor traffic flow, vehicle movement and road conditions. 

Examples: 

• Motion sensors 

• Traffic sensors 

2. GPS Technology 

GPS helps track vehicle location and provides navigation support. 

tt3. Communication Network 



27 
 

Networks transfer transportation data between vehicles and control systems. 

Technologies: 

• Wi-Fi 

• Mobile networks 

• Bluetooth 

4. Smart Traffic Signals 

Traffic lights automatically adjust according to traffic conditions. 

5. Monitoring Systems 

Cameras and control centers monitor transportation systems continuously. 

Advantages of Smart Transportation 

1. Reduces Traffic Congestion 

Efficient traffic management decreases road congestion. 

2. Saves Time and Fuel 

Better route planning reduces travel time and fuel usage. 

3. Improves Road Safety 

Smart monitoring systems help reduce accidents. 

4. Reduces Pollution 

Less traffic congestion helps lower air pollution. 

5. Better Public Transport Management 

Passengers can monitor public transport in real time. 

Applications of Smart Transportation 

• Smart traffic management 

• Smart parking systems 

• Vehicle tracking systems 

• Public transport monitoring 

• Emergency vehicle management 
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Q8. Explain the architecture of MQTT with neat diagram. 

MQTT Architecture 

MQTT stands for Message Queuing Telemetry Transport. It is a lightweight communication protocol 

used in IoT systems for communication between devices. MQTT is designed for low bandwidth and 

low power networks. 

MQTT follows a publish-subscribe architecture in which devices communicate through a central 

broker. 

Neat Diagram of MQTT Architecture 

        +---------------------+ 

        |   MQTT Broker   | 

        +----------------------+ 

         /                  |              \ 

        /                   |                  \ 

+--------------+ +--------------+ +-------------------+ 

| Publisher | | Subscriber| | Subscriber      | 

+--------------+ +--------------+ +--------------------+ 

Components of MQTT Architecture 

1. Publisher 

A publisher is a device that sends data or messages to the MQTT broker. 

Examples: 

• Temperature sensor 

• Smart meter 

Functions: 

• Collect data 

• Publish messages 

2. MQTT Broker 

The broker is the central part of MQTT communication. It receives messages from publishers and 

sends them to subscribers. 
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Functions: 

• Message management 

• Data forwarding 

• Client communication 

3. Subscriber 

Subscribers receive messages from the MQTT broker according to subscribed topics. 

Examples: 

• Mobile applications 

• Monitoring systems 

Functions: 

• Receive data 

• Display information 

4. Topics 

Topics are labels used to organize and identify messages. 

Example: 

home/temperature 

Working of MQTT 

1. Publishers send data to the broker. 

2. The broker receives and manages messages. 

3. Subscribers subscribe to specific topics. 

4. The broker forwards messages to subscribers. 

Features of MQTT 

• Lightweight protocol 

• Low power consumption 

• Fast communication 

• Reliable message delivery 

• Suitable for IoT systems 
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Applications of MQTT 

• Smart homes 

• Industrial automation 

• Healthcare monitoring 

• Smart agriculture 

• IoT communication systems 

 


